ASPIRE



Welcome to ‘A Parent’s Guide To: Social Media.’

This guide aims to help you comprehend the negative effects
of inappropriate social media usage among young people.
Inside, you will discover a collection of insightful infographics
from ‘The National College’ that you can reference whenever
necessary. Additionally, there will be a section dedicated to
guides for specific social media platforms.

You'll find practical tips and strategies designed to empower
you to have meaningful conversations with your children
about their online activities. Our goal is to equip you with the
knowledge and tools needed to foster a safe and supportive
digital environment for your family. As you navigate through
these pages, remember that understanding and
communication are key to helping young people develop
healthy relationships with social media.

Let's embark on this journey together, ensuring a balanced
and informed approach to the digital world.
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NATIONAL COLLEGE GUIDES

In this initial section, you will discover general guides
designed to assist you in supporting your child in navigating
the online world. Covering topics such as group chats, online
gaming, and screen addiction, this section aims to inform you
and your family about these important issues. You will find
practical tips and strategies to foster healthy digital habits,
ensuring a safe and enriching online experience for your child.
These guides are crafted to empower you with knowledge
about privacy settings, managing screen time, and
recognising signs of digital overload. By understanding the
nuances of these topics, you can confidently support your
child in making informed choices and developing a balanced
relationship with technology. Whether your child is a budding
gamer or an avid social media user, these resources are here
to help you guide them through the digital landscape with
care and confidence.
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What Parents & Carers Need to Know about

AGE-INAPPR"PRIATE CONTENT

“Inappropriate” means different things to dilferent people. What's acceptable for one age group, for example, may be
unsultable for a slightly younger audience. Online, young people can chance upon inappropriate content in various
ways = from pop-up ads to TikTok videos. The increasingly young age at which children become active in the digital
world helghtens the risk of them innocently running into something that they find upsetting or frightening. Trusted
adults need to be able to help children be aware of what to do if they're exposed to age-inappropriate content.

SOCIALMEDIA iy

Age-inappropriate content is ﬂ.

easily occessible th h many - -
social media lulfﬂrrn-. TikTok,

far 1nltnru:-&, ?:1 Iur

with yo rmﬂu but arguably best

ltnufwn far [ p: turing munlilud

dancing or profanity. Some social media

users also express hote speech or

promote eating disorders and self-harm,

which could cause lasting damaoge to a

child's emotional and I'I'iu'rl'lﬂl haultll

Gaming is an snjoyable source of Bl

many populur titles
can expose cn Idren to ing priate
material such as viclence armr,
alnrnbnng or sexuall uplich content.
.. Playing games unsuitable for their age
rislu norrnulisTng to children what they

The rnnPn of video streaming services .

available online means that users can

find almost anything they want to watch

an demand. Children are therefore at risk

of viewing TV shows and movies which

cantain nudity, drug and alcohol abuse,

mt licit la e and extremne violance.
ortunate uﬂ!\m stru-um[ng plotforms

e-un 't always determine that it's not an

adult who's watching.

AVERTS '%’

Online odverts frequently include
age-inappropriate content: I.IIIJIIIJ
gambling and nudity or partial nudity,
although adverts for alcohol or
e-cigarettes are also common. Some
search engines also feature adverts that
are mpurumtn 'rpuur search history: so

ng. Some games also include if “wa recent] ked up a new horror
| cnu:_. Il'llirl mr’ﬁlmlly movie, shopped for Irnguriu or ordered
r) online pluiyaﬂ often use language alcohol online, then the ads appearin
# thﬂl probably wnuldn t want your on screen could reflect this the next
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TALK IT THROUGH CDNNEC'EDUNTCDPRECI'

your child borrows your device.

-

Embarrassment or fear of getting into trouble can make it difficult If your child’s been particularly e to
for children to talk openly about age-ina priate content they've content that wasn't :uilnbu for m a, |I"l lrnmlum to offer
watched. Remind your child they can al nnrn- to you if they're uidance to rﬂwnt them from m? the same mistake —
truu bled by sol ng tﬂ'lm"l seen onlini, wlthnutwolmng about ut 1!': .%uu ital to h-up 'I.‘hll'h h the mntlnm that the
nstqn uences. Before offe Ea hat they saw, how Il them about any simil ur I
falt and how they came to find th- cnnunt In quastion. @ you mlnht hm hnd at their age, nr-d how you dealt with it.
After discussin mmbmn, you and your mpriuu content can Even though it is obviously difficult to stay %
child can take This could Iu:w- a negative impact on a rational in a situation whare r child hul
include blocking any Ina m sites d’: rnnnhﬂ n-uﬁh. which is sometimes baen at risk, it's essential to think before
mdm'e:rﬂnq h violates a Irlugrod through chan ln their gn Your child may waell have hesitated
'S 1 o further s rd your our. If the em becomes more open up to you about watchin

hild enline, up parental mn mu nn mim, you might consider reaching out inappropriate content for fear
lnurmvnnuhm dwlut to @ mental health ml‘nllnnal or an t consequences, so being calm and augpMIn
This will si ntl radur:n !hcr: nnm expert in this field wnucun rovide you will rai @ the notion that it would be easy
of your child being exposed to and your child with the pro support. to talk to you about similar issues in the future.

age-inappropriate content in future.
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Meet Qur Expert

Cayley Jorgensen Is o Reglstened Counsalior with The Health
Professions Council of South Africa, and she runs o private
practice offering counsalling to children, teenagers and families.
Her main focus is creating awareness ond educoting the
community on the mental health pressures of todoy's world, as
well o5 resources and techniques to understand and cope better,
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AtNational Online Safety we belleve in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.

g g What you need to know about...
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What are they?

Discuss what's real online

Be sure to teach kids the difference between what's

‘Gaming Streamers &5
Q" In uencers real and honest, er fake and untrustworthy online.
Photoshopping fake images and videos and

é Streamers are people who stream A nder3 clot of otHeradult bm%ging about themselves online is unfortunately
themselves gaming, drawing, making things nt : quite commonplace soitis difficult to tellwhat is
etc. for people to watch on the internet. real or fake. People with large followings can be
Usually this will be done live, and others are Pm;ﬂﬁ;';%ﬂ';ﬁ“ggwhzfgwn Oll'll':ic:‘llzrlienlflluﬁgs to
able to chat with them in real time while they 1
do so. Influencers are social media stars who ®

hold influence over the people that follow m

them, like a kind of trend-setter or
taste-maker, who companies often pay to
promote their products. A streamer could There are filters that can be put in place to block outa
also be considered an influencer in their lot of mﬂmnﬂiﬁ?ﬁwmmmgmﬂgm
o Fhshaieliz S m:purunmrs and keep track of what t 1I‘Ir‘:"'ll'lla!aaalng
yourself. Usually, Pﬂﬁ:ﬁ]l controls will be located in
the settings portion of an account’s menu.
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Check age settings ®x

Eoth YouTube and Twitch state that they are not

suitable for children under 13 years old, but other
sites might be different. YouTube Kids, for example,

is for 5 13 and under, and offers much of the

__same kid-friendly content that YouTube does
erthoutthe risk of running into something |mprcpe:.)

Affiliate links

Keep aneye out for affiliate links in social media posts
and tags |ike #ad. UK influencers have to follow the
CAPC foraduerusln? standards, but many don't.
It can be hard to tellwho is working through
legitimate channels because it's almost impossible
to regulate. Many streamers encourage fans to buy

meérchandise through online shops and stores.

JADAGAMING

Name check streamers Ol-l r E'Xper t

If your child has begun showing an interest in a streamer or influencer,
1"tgl'na‘zk their names on Boognleg Some popular streamers have been Mark Foster
discovered flouting industry rogulﬂﬂomondmlnathelrgm
g i

otﬁﬁgimm?ﬂﬁif%m! or pﬁ'ﬁéﬁnﬂ&}.ﬁﬁumﬁﬁ :I:luse or Ma . .

links to gambling sites they operate to their young audiences. rk Foster has worked in the Qﬂmm‘E
industry for 5 years as a writer, editor
Talk to your child and presenter. He is the current

Initiate an open dialogue with your child about the kind of content i i I
they're cun‘:ﬁmin or'illnn.hskgopout their favourite streamers and gammg editor of two of the b!ggESt

whether they like their personalities or the games I’;}Flﬂ and the gam“-g news sites in the world,

community they have. Also remind them about what they should and
shouldn't be sharing about themselves online and that just because UNILAD Gamn-:; and GAMINGbible.

social media stars de it, it can also be da ing.

Starting gaming from a yound age
with his siblings, he has a passion for
understanding how games and tech
work, but more importantiy, how to
make them safe and fun.

Block and report

= Q be ta g advantage of gir audience
dre o ay, and have

A
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www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

ROUP CHATS

-
aginglapps;seciallmedialandfonline gamesygroupichatslarelamong the most popular
- atjyou: Peoplepeers onlinejinvolvingithree/ormore individuals,
w.ihes pslallowjusersltolsend|messagesdimagesiandivid anelinfonelplaceiWhile
o0 theylcanlbelgreatitoriconnectingjwithothersitherelarel posed|bytheseltools:

\WHAT ARE
TWE RISKS?

BULLYING

Teens are often trying to find their place

in their social group. Unfortunately,

gl]'oup chats can sometimes lend
emselves to unkind comments being

shared freely, putting people down to make their

peers laugh - often creating a vicious circle that

encourages others to join in. Being bullied so

publicly = in front of friends and acquaintances ~

- can dlso amplify the hurt, embarrassment

and anxiety that the victim feels.

SHARING GROUP CONTENT

Group chats can feel more private and
protected, allowing children to share inside
okes and video calls with a smaller group of

riends. It's important to remember that while
the chat’'s content is private between those in

the group, individual users can easily share
material with others outside of the group, or

screenshot what’s been posted. The risk of
w something a child intended as private
becoming public is higher if there are strangers
in the chat.

UNKNOWN MEMBERS @ 'e2.0

Within lcr%erdgroutp chats, it's more

likely for children to communicate with
people they don’t know. These strangers
may be friends of the host, but not
necessarlly friendly towards everyone
present. It's wise for young people to avoid
sharing personal details and remember that
they have no control over what others do with
the material they send into the chat.

EXCLUSION AND ISOLATION ?

This common issue with group chats can

ha p{:en in several ways: for instance,

starting a new group, but deliberately
excluding a certain child. Likewise, the chat
may take place on an app which one person
doesn't have access to, meaning they can‘t be
involved. A child can also feel isolated when a
group chat is used to discuss events that

y exclude them - for example, sharing (rhotus
from a day out that they didn’t attend.

= |
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INAPPROPRIATE CONTENT y NOTIFICATIONS AND FOMO
isnc::rlrtljedgiis:ussiron.';iintg:su%chovzs H’:?r:[ - A drawback of large ﬂroup chats Is the o

appropriate words, swearing al sheer number of notifications they tend to

unsuitable images or videos. These could be
viewed by a child if they are part of that group,
whether they actively engage in it or not. Some
apps have features that cause messages to
disappear after they're viewed, so children may
be unable to report something they've seen, as
~ it can only be viewed once or for a short time.

4 , & &

! CONSIDER OTHERS' FEELINGS

Group chats can become an arena

) generate. Every time someone sends a
| message, each member’s device will be t;pln ed’
with an alert, This could result in hundreds o
notifications a day. This is often highly
dlstrnctlng{and young people’s fear of missing

out (FOMO) can cause increased screen time as
they try to keep up with the conversation.

GIVE SUPPORT, NOT JUDGEMENT

Group chats are an excellent way for

BLOCK, REPORT AND LEAVE

If a child is in a chat where inappropriate

for youn%people to compete for social children to connect and feel like they belong. content is being shared, advise them to

status. This could cause them to do or However, remind them that they can confide block whoever sent the material, report

say thinl_?s on Imé:ulss which could upset in you if they feel bullied or excluded, instead that aerson to the host app or platform and
elp chil of responding to the person who's upset them. exit the group. If any of this content could put

others. ren consider how paogla
might feel if they behave in this way. If the child
does upset someone, encourage them to reach
out, show empathy and apologise for their
mistake.

PRACTISE SAFE SHARING

In any online communication, it's vital for ,\
young people to be aware of what they're identity to gain a child’s trust and serve their
sharing and who might potentially see it. own ends — for example, to gather information
Ensure children understand the importance of on them, to exchange inappropriate content or
not revealing identifiable details like their address, to coax them into doing things they aren’t
their school, or photos that they wouldn’t like to be comfortable with. Ensure the child understands
seen widely. Remind them that once something is why they shouldn’t add |‘:eople they don’t know to
shared in a group, they can't be certain where it a group chat — and why they should never accept
might end up and how it might be used. a group chat invitation from a stranger.

w/ A&

Meet Qur Expert - WAK, ~ The

Dr Claire Sutherland is an online safety consultant, educator and researcher =
who has developed and implemented anti-bullying and cyber safety thlond|
&
College

Validate their feelinqs and empower them by
discussing how they’d like to handle the situation.
You can also encourage children to speak up if
they witness others being picked on.

AVOID INVITING STRANGERS

Sudly many individuals online hide their
t

a minor at risk, contact the police. Emphasise
that it’s OK for children to simply leave any
group chat that makes them feel uncomfortable.

SILENCE NOTIFICATIONS

Having a device bombarded with
notifications from a group chat can be
an irritating distraction — especially if
it's happen n? late in the evening.
Explain to children that they can still be
part of the group chat while disabling
notifications — and that it would be healthier
for them to do so, aveoiding a situation where
they could feel pressured to respond.

policies for schools. She has written various academic papers and carried
out research for the Australian government comparing internet use and
sexting behaviour of young people in the UK, USA and Australia.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the Information they need to hold an informed conversation about online safety with their children, should they
fealiti1s needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Online Grooming Is when someone befriends and bullds an emotional relationship with achild and
communicates with them through the Internet with the intent to commit a sexual offence. This type
of victimisation can take place across any platfomn; from sodal medla and messaging apps to online
gamirg and lve streambng. Often it imvohves young people belng tricked, forced or pressurad into
doing someathing theywouldnt normally do (coerdon) and often the groomer's goal Is to meat the
victim in a controlled setting to sexually or physically abuss them. In some cases children may be

What parents need to know about

GROOMING

CHILDREN ARE MOST VULNERABLE

Unisurprisingly children are often most at iskas fer
they are easy to target and unitkely to question |

the person who |s angaging In comversation with i'l—"
‘therm. Groomers will use psychologlal tricks and .
methods to try and Isolate them from their

familles and friends and will often choose to target

miore vulnerable children who may be easler to
mianipulate. Predators will stalk apps and websites

that are popular with young people and will use a
scattengun’ approach to find victims, contacting

hundreds online to increase thelr chances of

SUCCESE.

Unfortunately mast children find the
‘groorming’ process (before amy
meeting) anenjoyable one & the
predator will compliment, encourage,
and flatter them to gain their trust,
friendship and curlosity —"a wolfin
sheep clothing'scenario. This often
means chilkdren fall to disclose or report
what ks happening. If the groomer s
also previously known to the child,
thelr fammilly and thelr friends, then this
«can make detection even harder.

National

Online

Safety’
HWakeUpWednesday

IT'S GOODTO TALK ‘

It unilikely that you can stop your child using the
Internet, nor can you constantly monitor thelr online

activitles, but u :antalkmwurdﬂldona regular
basls about eﬁu cnline. By talking openly with
thiem about oﬂHne

lonships, 'Ihgun quickly
ascertain the kind of behaviourwhich Is appropriate or
Inappropriate. Ask them whether they have any online
friends or ifthey play online games with people they
haven't met. This could then open up conversations
about thee subject of grooming.

STICKTO'TRUE FRIENDS’ V |

Make it clear to your child that they should not accept friend
mlalsfmm me{mmm:mmwrﬁerMrequm
people . Encourage them to only Interact
and engagewith ‘true friends’ Le. those friends who don't ask
pmalqustbrg‘;auma;cﬁ;&h&]ﬂlhzﬁdfﬂmtﬁ.ﬂmﬂnd‘:::n

to never tochat with a stranger or someone

dmﬁmﬂty:ggmandifmnemdtwlgepmmﬂlmmmmmm

;;mnbrleprm nurnbsers, addresses, passwords or the name of
Ir schioal

Meet our expert

Jonathan Taylor s an online safety expert and former
Cowvert Intermet Investigator for the Metropolitan
Palice. He Is a spedalistin online grooming and
exploitation and has worked extensively with both
UK and International schiook in delivering training
and guidance around the latest online dangers, soclal
media apps and platfiomms.

abductad or have long-asting psychologlcal damage.

ONLINE

LIVE STREAMING CONCERNS

Predators may use live video totarget children in real-time
using tricks, dares or bullt-in gifts to manipulate them.
Grooming often takes the form of a game where
children recelve 'likes' or even money for

performing sexual acts. Soclal media

channels, such as YouTube, Facebook,

Instagram and Snapchat, all have lve

streaming capabillities, but there are

many apps which children can use to

live stream, Including Omegle,

Live.rme, BIGO Live, YouNow and

Many maore

FROM OPEN TO CLOSED MESSAGING

Online predators may contact thelr victims using any nurmbsr
of ways 1m:iud|ng5l:u:lal media, furums, chat rooms, gaming
communittles or ve streaming apps. Sometimes there s little
nead to develop a‘friendship 'rapport stage] as the victim has
already shared personal Information online and is
communicating openly with others. Children may also be
prepared to add other online users they don't know so well to
ﬁln ‘online credibility” through Increasing their friends list.

edators will often selze this opportunity to slovehy bulld a
relationship and then move thelr conversation with the child
toa more secure and private area, such as through direct
messaging.

Safety Tips for Parents & Carers

CHECK PRIVACY SETTINGS

In order to give your child a safer online experlence, it s
Important to chedk privacy settings or parental controls
on the netwarks, devices, apps, and ftes theyuse.

Disablelocation sharing If you can. Hyouwuse
location-sharing apps to check whene your child Is,
remember that these could always be used by strangers
to fiollow your child without thelr knowledge. Ensure
that you chedk options so that location informatian ks
never shared with anyone except those they have
permission to share with.

DISCUS5 HEALTHY RELATIONSHIPS

Talk to your child absout what a healt
and howto detect mn'ue-:-newm
laim to be. Explain that groomers
cormpliments and e & In conversations about personal
Information, such as hobbles and relationships. They may
admire how well they play an online game or Pb:mthegrmok
Ina photo. Groomers will also try and Isclate a child from
people dose to them, such as parents and friends, In order to
make their relationship feel special and unigque.

nat bewhothey

relationship looks ke
I pay your child I

= Secretive online behaviour.
« Late niight intemet or smartphone usage.
= Mesting new friends Inunuseal places.

probliems or even bedwetting.

LOOK OUT FOR WARNING 5IGNS

Child safiety experts have Identified key grooming patterns and adwise parents to look ot for:

« Becoming dingy, develop sleeping or eating

1 8 |
www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety
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The intermet has made the ability to interact
with strangers online easy. Many sites and
apps are rellant an indhddual users entering
thelr own Information when signing up.
However Individuals can reraln anonymmous i
they choose to enterinaccurate information
miany cnline predator cases are due to

Foomers using Impersanation techniques.

owever, often the greater threat comes from
adults who 'hidein plain sight, choosing to
befriend young children withowt hiding their
real identity.

EMOTIONAL ATTACHMENTS

Online predators will use emothve
language and alm to form closa,
trusted bonds with thelr victims
through showering them with
Iments and ma thiemn fiesl

good about themsehes, Often victims
will refer to them as thelr boyfriends’
or girtfrends” and It can be difficult to
ConMVince some young pr{lple thal
they have been groomed, ofte
leading to lasting psy\.hmnglcal

eCts.

MONITOR SOCIAL MEDIA &
LIVE-STREAMING USE

It's Important to ke aware of what your child |s sharing on
soclal media and with whom. Create your own profile
and become “friends” with them or follow them so that
you can monitor thelr acthvity. Simillarky, ahways chedk on
them If they are llve streaming and implement privacy
controls. Choose age;enc soreen name and profile
plcture that hides their identity. You may alsofeel more
comfortable being present each time they live stream.

BE SUPPORTIVE

Shiow your child that you will support
them and make sure they understand
they cancome to you with any
concems they may have. They need to
know they cantalk to you If someane
does something they are
uncomfartable with, whether that Is
Inappropriate comments, images,
requests or sexual comments.

« Lack of interest i extra-curricular activities.

« Having new ttems, such as clothes or
phones, unexplalnably.

« Seemwithdrawn, anxlous, depressed or aggressive.

« Having older boyfriends or girifriends.

Instagram - @nationalonlinesafety
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HEALTH &
WELLBEING

Children as young as 13 are attending
‘smartphone rehab’ following growing concerns
over screen time. There are now help centers in
the UK which deal with screen addiction for
children and adults showing the seriousness of
device addiction. The World Health Organisation
(WHO) has ofﬁcialy recognised gaming addiction
as a modern disease. The condition was

confirmed as part of their International
Classification of Diseases (ICD) which serves as an
international standard for diagnosing and
treating health conditions.

LACK OF SLEEP

7 out of 10 children said they had missed out
on sleep because of their online habits an
60% said they had neglected school work as a
result. It is important that children get the
sleep they need in order to focus the next day.

LIMIT SCREEN TIME

In today's digital age, technology is an important part of
a child’s development so completely banning them from
their device will mean they are missing out on a lot,
including conversations and communication with their
friends. Rather than banning them from using their
devices, we suggest setting a screen time limit. Work out
what you think is a suitable and healthy amount of time
for your child to be on their device per week. Remember
that your child may need to use devices for their school
homework so only set screen limits on recreational time
on their device. Once you have established this, have the
conversation wit{othem to discuss why you are
implementing a screen limit. There will be others in your
child’s friendship group who will not have screen limits
setand will be sending messages when they do not have

access to their phones.

ENCOURAGE ALTERNATE
ACTIVITIES

It may seem like an obvious solution, but encouraging
children to play with their friends, read a book, or playing
1 outdoors will help them realise they can have fun
without their device. Playing football, trampolining,
camping, going for a walk or swimming are all healthy
replacements for screen time. Try to join them in their
Outdoor activities to show your support.

SOURCES:
it cowk, Children and

" LOSS OF INTEREST
IN OTHERTHINGS

Your child may become less interested in
anything that does not include their device. You
may notice that your child is missing school time

and generally being less engaged with other
activities in the home. It is important to discuss
this with your child as soon as you notice a
behaviour change.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this
as acceptable. Try limiting your own screen time and
follow the same rules you have set for them. If you have
asked your child to not use their device at the table, make
sure you don't. Try setting house rules that the whole
family abide by.

LESSTIME MEANS
LESS EXPOSURE

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means thata
child will be less exposed to these risks.

MOBILE-FREE MEALTIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down butin reality, itis
encouraging them to use their device as a distraction
from conversation and dealing with their emotions, We
suggest removing all technology from the dinner table
and having conversations with your family about how
their day has been.

sk, itk dedictod

ia Use and Attitudes Report 2018: http:
. University

s 1296/ack_of_sleep_damaging_for_children

g-sheep:

www.nationalonlinesafety.com

Twitter - @natonlinesafety

CONFIDENCE,
SUPPORT & ADVICE

The Children’s Commissioner report‘Life in
Likes; explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to slpeak to
their online friends about their problems and
seek acceptance and support, removing face to
face interactions.

APPS CANBE
ADDICTIVE

Apps have been designed with ‘psychological
tricks’ to constantly I(eer rabbing your
attention. One example of this is on the app
Snapchat, where you can gain ‘streaks’ when
interacting with your friends. If you don’t
respond, you lose the streak. This addictive
nature of aﬁps aims to engage children and
keep them coming back for more.

REMOVE DEVICES FROM
THEIRBEDROOM

Setting a rule about removing devices from bedrooms
will help your child to get the sleep they need and be
more focussed the next day at school. 20% of teenagers
said that they wake up to check their social network
accounts on their devices. Even by having a device
switched off in their bedroom, they may be tempted to
check for notifications.

520/0 of children aged 3'4

go online for nearly 9hrs aweek

82% of children aged 5'7

go online for nearly 9.5hrs aweek

93{y0 of children aged 8'1 1

go online for nearly 13.5hrsaweek

990/0 of children aged 1 2'1 5

go online for nearly 20.5hrs aweek

STATISTICS

Journal of Youth Studies:

Facebook - /NationalOnlineSafety
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children,
should they feel itis needed. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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SHARINGIEHO, L)”
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WHAT ARE accompllshments withitheworld¥in lcdcl L

s0cia is commonplace, Ve ) ]

TH.E RISKS? lattached{our, gmde canlhelp/parents’and carersito.considenthe potemlul dangersland/ma I?é'
informed choiceslaboutisafely/sharing photc ofitheinchildren’online? y ;
- - ' 5 2 j

INVASIONS OF ONLINE GROOMING
PRINACY

z PE:.!HS Wt’ﬁ?;’rv?y details
4 | e g 1 ur child’s interests,
ERerVit thSIaE sething SRy i : - g > activities, or daily routines could

rluce , absolutely nothing online is

00% private. Anyone who can view arm an online predator with the kind

of information they can deploy to

- gain a child’s trust. They might use
this knowledge to pretend to be the
same age as the child or to have a
shared hobby. Essentially, the more
a predator knows about a young
son, the easier it is for them to

nvent some ‘common ground’.

PRESSURE TO PLEASE

When their parents or carers
share notable moments and
accomplishments in a child’s
life on social media, some
children may begin to feelan
. expectation to always meet
certain standards, to achieve things,
or to behave in ways that are “worth
sharl Knowing that other people
ngiands and family) can see mi:
thom posts on social media might
also add to the pressure they're
feeling internally.

IMPACT ON DIGITAL ® |
FOOTPRINT :

Every photo of a child posted
online contributes to their
digital footprint Young people’s
lives have never been so closely

and publicly documented as the

are now, and this permanent online
presence could achild's future
opportunities or the choices the!
make as they grow up = in addition
to influencing how they see
themselves and, consequently, their
emotional wellbeing.

your photos could take screenshots
Small details in photos can
often reveal personal information.

N and potentially share them
alsewhere. Privacy settings are still
important, though, soit'sa
wise to ensure your social media
accounts have them set up; just
bear in mind that you can't

completely oontda what happens to
anything once it's gone online.
REVEALING PERSONAL
DETAILS
Backgrounds can give clues to

school logos on uniforms, sports kits,

or bags could help someone identify

which school your child attends.

With interactive maps and reverse

image searches commonplace f
online, information like this could ]
easily be misused by an individual y/\
whh malicious Imantlum p—

where you live, for example, while ' :

MISUSE OF IMAGES

Once something’s been shared
online, it's almost impossible to
getitdeleted. Photos can show
up in search engine results and
be downloaded, manipulated, and
_ shared without consent. There's the
potential for someona's imugastu be
used for advertising i?1.|l|:w.'mas (which -
inmany cases, isn'tillegal) oreven .
more inappropriate reasons, such as s
-bulﬁ
__ exploitation.

ng or serious forms of
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Whatiparentsiaicarers|Need!tolknowlabout
SOCIAL MEDlA &
MENTALHEALTH

'An|estimated one-third/of,children havela|social ma-diul ccount, soit's imp-urtunt that trusted
~adults/know what'content young people are cﬂn:umim atthey’re pnuting nd the interactions
theyire naving!On social med u.,ﬁl@:ﬁ'n be easy to godown ‘rabbit holes! aren’t beneficial to our

3. As|platforms/grapple,with mnnuging{;ur h‘lagal/but ontent, lives are being
sometimes|to tragi ’;I“fuct We Ve might|be ¢ he tech giants and their
hich|so enthrals yaung puopla.. but we can st child o/be aware of their mental
recognising when something isnit OK: # ﬁknowing what to do about content that upsets them.

6. MONITOR THEIR ACTNITY

B e or i
mra Wy

erous llluulim .u
up, w.;:.* Idren need lpmu:

Even for adults, it's tempting to check

an emall or as s00n as the
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oomuup hgﬂrim Il‘uurm balls zﬂ necessary) steer tham away from

ring, it could be time for a more
In-diEhlﬂ: of to seek S
3 4. LEARN HOW TO ‘T"
If your ehild stumbles across
unsultable onhnt on social
madia, there's t tion to hide
. thatpostas mll us ndicating you'd
' grrl-r any similar material not to
@ suggested in future. On some
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from
photos and videos to status updates and comments. The feature is widely used on several social media
platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the
success of their social media post and gauge opinion. However, it can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.

DAMAGING TO SELF-ESTEEM LIVE  47watching AN ADDICTIVE FEATURE

Your child may use likes to measure their Like features encourage children to stay
own self-worth, with more likes instilling a online for longer. In doing se, your child is
greater level of confidence and acceptance likely to engage with app’s for longer
amongst their friends and peers. However, . L periods than they otherwise would have
children who only receive a small number ; p wanted, checking their phone more

may in turn feel a sense of rejection or 3 frequently, including at night when they
isolation and could potentially suffer from 3 r should be asleep. This could contribute

low self-esteem issues, impacting them in E towards screen addiction which can cause
other aspects of their life such as atschool sleep deprivation and consequently a lack of
or in social settings. # focus during the next day at school.

UNREAL VIEW OF THEWORLD COMPETITIVE CULTURE

Your child may follow celebrities or ) ’ Children will often compare the number
other popular individuals on social -4 of likes they receive for their post
media who receive millions of likes. \_2 | against their friends or followers,

Not everything on social mediais a Y ) ; possibly evoking emotions of jealously
true reflection of the world and your - ! or resentment. In a bid to increase their
child may feel pressured into i own status and receive more likes, this
behaving in a similar way in real life or i ; could lead to a competitive culturein
posting similar material in order to ’ i ] which children try to better one another,
feel popular and achieve a similar 4 — y 4 . potentially leading to them engaging in
level of self-worth. Y J 4 more and more riskier activities.

Mee{ our experf 1
Pete Badh is a writer with over 10+ years in research and e . w
analysis. Working within a specialist area for West ,_

Yorkshire Police, Pete has contributed work which has

been pivotal in successfully winning high profile cases in 2
court as well as writing as a subject matter expert for : \ 1 ’
industry handbooks. ay i J ‘

- 5 dent.comkMife<tul o d-tech/facebook-lik delet inh: justi ddi f 7986566.html,

tp P PP Just
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

The whole concept of social media relies upon users having friends and/or followers. ‘Friends’ tend to be those with whom users will
share their own personal profile. It’s usually a mutual relationship with both parties able to engage and interact with everything
their friends post online. ‘Followers’ on the other hand can typically be just one-way relationships and, dependent on the platform,
only provide access to certain aspects of an individual’s profile, such as a person’s content feed. A common trait that often exists
between the two however is the desire to gather as many friends or followers as possible.

3 25K
OSCAR@NOS %
25K Friends
26K Followers

POSSIBLE ‘FRIEND ENVY’

s+ Children may compare the number of friends or )

}K followers that they have with their own online -
friends and people they know. In some cases, G

COLLECTING ‘FAKE’ FRIENDS

Children who feel under pressure to
increase their friend count or want to
increase their followlrlg as quickly as

ible can be vulnerable to collecting
'fake’ friends. They may, for example,
accept friend requests from people they
don't know very well or from complete
strangers, inadvertently leaving
themselves open to online bullies, trolls or
even the possibility of being groomed.

T <°" I
CONSTANT NEED TO PLEASE

As children start to gain more friends or an increasing number

of followers, they might start to feel an added level of pressure

to provide them with more interesting and likeable content.
| Almostas if they now have an audience waiting, this constant

& )K need to please may be an extra burden that pushes your child

into oversharing personal information or posting material that
is inappropriate or offensive, inaccurately portraying what
they’re actually like in the offline world.

this could lead to‘friend envy; particularly if
they see this as a sign of popularity. This could

lead to your child showing signs of jealously '
and resorting to sending friend requests to e G

people they don’t know that well, or even
strangers, in a desperate bid to increase their
own status online.

| OPEN DOOR POLICY

Another way that children can increase their
following is by leaving their accounts open so that
they can be easily found, and anybody can view
their posts. This is in the hope that other users will
like their posts and decide to follow them, therefore
increasing their numbers. Once again, this can leave
your child vul ble to being foll d by

or people who have dist

FEELINGS OF REJECTION

’K: Just like increasing friends and followers can bring a sense of happiness and satisfaction, so the loss of friends and followers can cause children to suffer feelings of sadness and rejection. Depending on
how invested your child is in their social media activities, this could influence their attitude and behaviour offline and potentially have a negative impact on their mental health and wellbeing.

Qg9

BE THEIR FRIEND OR FOLLOWER

v ‘25:: [ .‘
@ ‘2L

TALKABOUT STRANGERS

TURN ON PRIVACY CONTROLS

The best way to know who your child is friends with online or All social media platforms have their own privacy controls If privacy measures have been put in place, then usually your

who follows them is to be their friend or follower yourself. This which can be used to help protect children online. For child will receive a notification if somebody tries to befriend

will allow you to see who your child is engaging with most instance, removing the ability for strangers to comment on them online. Talk to your child about making sure they don’t

online or open up discussions about how they know certain public posts or having a screening process for friend or follow open up their personal life to people they don't know and

peopleﬂtez'veaddedmmelr network who you haven't heard requests is good practice which can help to ensure your that if they are ever in any doubt, they should never accepta
bout before or you yourself don’t know. child’s experience online Is a safer one. friend request from a stranger.

BEHAVE ONLINE AS
THEY WOULD OFFLINE

DK Your child’s behaviour online should always be
treated as an extension of their behaviour offline.
Discuss with your child the pitfalls of trying to be
somebody they're not and that trying to please

everybody will only make them unhappy. Tell them
ﬂwlthay !l'lnuldbepm whn they are and tllat

they sk
mponslblewaywhen pnstlng mttnnt onlllu

TALKTO THEM ABOUT THE DISCUSS WHAT BEING
VALUE OF REAL FRIENDSHIP ~$ - POPULARACTUALLY IS

Social media can often distort what true : A higher number of followers can be a measure Q . -
relationships and friendships should actually be of popularity but can also lack substance b 4

like. It's important to teach your child the value of ' beyond just the number itself. Discuss with

true friendships and that meeting and speaking your child that popularity can come and go and
to people face to face in the real world, offline, is
often a better way to build a more trusting and

confident rel: hip with rather than
Jjust speaking to them online.

Mee{ our experf

Pete Badh is a writer with over 10+ years in research and

analysis. Working within a specialist area for West Yorkshire
Police, Pete has contributed work which has been pivotal in
successfully winning high profile cases in court as well as
writing as a subject matter expert for industry handbooks.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Social media influencers are people who have established credibility in a specific industry and have the power
to influence other people’s decisions. Most commonly associated with YouTube and Instagram, ‘influencers’
will usually have a large number of followers and be viewed as authentic by their audience. It is for this reason
that many influencers are often paid by big companies to promote their products in the hope of persuading

their followers to purchase those goods.

What parents need fo know about
SOCIAL PRESSURES LINKED TO

"INFLUENCERS'’

AN UNREALISTIC PERCEPTION
OF BODY IMAGE

Some of the most popular social media influencers
often depict themselves as having the ‘perfect body’
and are paid to promote items such as health
supplements or swimwear, which young people .
believe can help them achieve the same look. What is
not always realised is that these images can be edited
orfiltered and aren't a a true-life representation.
Your child may feel like th slswhﬁtﬂwynﬁdm look
like and in some cases, become obsessed with their
bodylmaga. whld: mlid mﬁlhutelsbwardsalomr
self- g dep d if they can't
ndimtlnsame look.

ENCOURAGING BAD HABITS &

Although mamysodalmadainﬁumczrsudllget
paid to advertise brands and their p cts, they
will also pn;:h:lr;wn material online too, uslnlle.y
depicting their daily life or an activity for exampl
111ls may have bolll dasirableaml undesirable
influencers able to inspire both
good habi&s.wdnashualﬂwuﬂng,miuor

to adopt bad habits, sm:h’as drinklng.smoking,
swearing or even
mseanseenmbeendmedbymelnﬁuemer

AUTHENTICITY OF ENDORSEMENTS

they are

BECOMING UNREALISTIC
ROLE MODELS

As children become more and more
involved on social media and identify who
their favourite people are to follow, they
may come to see social media influencers
as role models, particularly if they are
attracted by the lifestyle they see online.
This could lead them into developing
potentially unrealistic expectations of life
and in some cases, using their role models
as an escape from reality, particularly if
they feel like they're own life isn’t very
fulfilling.

THE NEED TO HAVE EVERYTHING

Many social media influencers will take photos or II
videos of themselves wearing the latest fashion I
or jewellery which companies want them to
rromte.‘l'heymaya‘lso be provided with the
atest gadgets to promote or, if theyan d-nildren,
toistoplay with in order to persuade

followers to purchase them. Many chlldun will be

keen to buy these items in order to keep up with
the latest trends however if they get left behind,
they could be made to feel inadequate or inferior
by other children who do have them.

can mislead their followers, abusing their level of confidence in them. Your child may therefore find

sn:ial media innumrshdda Imof.mdmwiﬂnmdraudimmmdamofm Innhd?mhnoungnrfulhmrs. Many children will see them as credible, authentic and trust what they see online.
H somei i

gupto who are disingenuous or who feign interest in activities that they themselves do not actually care about.

National
Online
Safety’

H#WakeUpWednesday

TALKABOUT ROLE MODELS

Role models can play an important part of your child’s life,
particularly outside of the home. Talk to your child about
who they look up to and why. Remind them that not
everybody online is who they seem to be and if you do have
concerns that your child is being negatively influenced,
work with them in finding more positive alternatives.

FOLLOW WHO THEY FOLLOW

A good way to see first-hand who may be *
influencing your child is to create your own social ‘

media account and follow the same people they

do. This will give you a strong indication of what

is shaping how your child behaves, what they like .‘
and what they are taking an interest in.

BUILD THEIR SELF-ESTEEM

It'simportant that your child is aware of how unrealistic
perceptions of life can be depicted on social media and that it
is easy to be deceived. Discuss with your child how images can
be heavily edited, cropped or manipulated to create artificial
scenarios and that often the lifestyle that people display on
social media isn’t always realistic or in fact the truth.

ENCOURAGE INDEPENDENT THINKING

Social media influencers can be quite powerful individuals who hold a lot of
persuasive power so it's important to encourage your child to think independently
about everything they see and engage with online. Talk to them about the
dangers of blindly following others and in keeping an open mind when viewing
content. Teach them to always q tives online, ially when
they see individuals are promoting a hrand or product which they are likely to
have been paid to advertise but may not necessarily personally endorse.

DISCUSS REALISTICVS UNREALISTIC EXPECTATIONS

If you notice your child has suddenly taken a strong interest in the way
they look, or you find they are a lot more body conscious, thenit’sa
good idea to speak to them about why they feel that way. If they seem
unhappy. try to build their self-esteem by talking to them and
listening to their concerns, helping to build their confidence through
praise and positivity. Remind them that looks aren’t everything and
not everything they see online is actually a true depiction of real life.

Mee{ our experf

Pete Badh is a writer with over 10+ years in research and
analysis. Working within a specialist area for West Yorkshire
Police, Pete has contributed work which has been pivotal in
successfully winning high profile cases in court as well as
writing as a subject matter expert for industry handbooks.
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SOCIAL MEDIA & APPS

In this section, we will explore the social media platforms and
applications your child may be using. Adults often miss out on the
apps favoured by younger generations, so these guides aim to
educate you about the tools your child interacts with.
Understanding these platforms is essential for sparking
meaningful conversations about online safety and responsible
use.

It's important to consider the content shared on these platforms,
as they can foster creativity but also pose risks related to privacy
and exposure to inappropriate material. By familiarising yourself
with these features, you can help guide your child in making
informed decisions. Additionally, addressing the impact of social
media on self-esteem and body image is crucial. Open dialogue
and staying informed will empower you to support your child as
they navigate the digital world safely.

ASPIRE



At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

What Parentsi& Educators;Need'to Kknow about

(Certain features are
restricted to over-18s only)

Adults tend to associate online videos with YouTube — but among teens, TikTok is king. The app provides

a stream of short clips tailored to users’ interests, based on what they’ve already watched. Around half of

British children use TikTok, and while much of the content is benign, Ofcom considers it the app where
youngsters “were most likely to encounter a potential harm”.

AGE-INAPPROPRIATE  c&-
CONTENT SORED

While TikTok’s Following feed only displays
videos from familiar creators, For You is a
collection based on a user’s previously watched
clips. Most of these videos will probably be
inoffensive, but the app could potentially show
something unsuitable. If children then engage
with this content, more like it will follow. TikTok’s
guidelines prohibit the sharing of illegal or

W inappropriate content, but the huge number of
- uploads means that a small amount inevitably

slips through.
—

BODY IMAGE AND
DANGEROUS CHALLENGES

- According to Ofcom, most online harms
for teens are body image related for girls

(promoting unhealthy eating, body shaming
and so on) and dangerous stunts for boys. Both
are prevalent on TikTok. One extreme example of
the latter was the ‘blackout’ trend, which
encouraged users to hold their breath until they
passed out from a lack of oxygen. This led to two
families filing lawsuits against TikTok over the

‘rogic deaths of their children.
b % | .

TikTok is free, but users have the option to buy a
TikTok coins, which can be used to purchase

gifts for content creators. Coin bundles range
from £9.99 to an eye-watering £99; while that
may not sound appealing, the app still
generated £7.9 billion in user spending in 2023,
TikTok's policy is that under-18s can’'t make
in-app purchases, but it's possible to bypass
this with a fake birth date.

CONTACT WITH
o STRANGERS =

With more than 1.5 billion users globally, the
potential for contact from strangers on TikTok is
high - especially as accounts created by
over-16s (or young people using a fake date of
birth) are set to public by default. This means
that not only is someone's profile visible to
everyone else on the app, it also suggests their ?
videos to others and enables anyone to

download or comment on them.

MISINFORMATION AND
RADICALISATION L)

Although the short videos on TikTok tend + .
to be more frivolous than the longer ones on

YouTube, clips can still influence impressionable
minds in @ negative way. Not only is there plenty

of dangerous misinformation on TikTok, but

Ofcom reports that nearly a third of 12 to o
15-year-olds use TikTok as a news source - so

you should be wary of misogynistic, racist or
conspiracy-themed material shaping how they L
see the world.

ADDICTIVE DESIGN mr'

With its constant stream of eye-catching
videos, TikTok can be addictive to young brains.
In 2024, UK children spent an average of 127
minutes per day on the app: that's twice as
much as in 2020. Excessive use can interfere
with young people’s sleep patterns - often
leading to irritability — and distract them from
other, healthier activities. The instantly
skippable nature of bite-size videos may also
impact children’s ability to maintain focus.

A N
ENABLE FAMILY PAIRING

Family Pairing allows parents to link their TikTok account to their child’s,

and control settings remotely. Parents can then turn on Restricted Mode

(reducing the chances of a child seeing inappropriate content), set screen-time limits,

make accounts private and manage whether their child can send messages — and if

they can, to whom. Children can't alter these settings without parental approval.
(¢

ﬂ;ﬁﬁ" If a child wants to use TikTok and you're happy for them to do so, it's good practice

to discuss the potential risks. Ensure that they don't share any identifying personal

information, and that they know to talk to a trusted adult if they're worried by

interactions on the app. With more teens using TikTok for news, it's also worth talking
about misinformation and propaganda, and how to identify it.

N\ =I5 W
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Alan Martin is an experienced technolegy journalist who — f—=
has written for the likes of Wired, TechRadar, Tom'’s Guide, —-— —-—
The Evening Standard and The New Statesman. ) \ ¥
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BLOCK IN-APP SPENDING

If a child is using an iPhone or Android device to access TikTok, you
can alter their settings to prevent them from making in-app purchases.
We'd recommend enabling this feature, as it can be quite easy for a young
person to spend a significant amount of real money buying TikTok coins to
unlock more features of the app — sometimes without even realising.

READ THE SIGNS

If you're concerned that a child is spending too much time on TikTok, or that
they’ve been emotionally affected by something they’ve seen, it's important to
know how to spot the signs. Increased irritability and a lack of concentration are
potential red flags, as is failing to complete homework or skipping meals. Remember,
the parental controls are there for a reason, and it's never too late to introduce limits.

The
National
College’

@wake.upwednesday o' @wakeupweds



At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

.u\}\lhat Parents& EducatorsiNeed|to Know about

p—

0,

57 SN&PCHAT% (3

nnvg Snapchat is @ messaging app which allows users to send images, videos and texts to
others. Its best-known feature is that anything sent ‘disappears’ 24 hours after it’s been
: viewed; however, users are known to take screenshots or use another device to obtain a
photo of their screen. In 2023, Snapchat added a chatbot function called ‘My Al'. }

WHAT ARE i NS A \!

THE RISKS? (R

ARTIFICIAL INTELLIGENCE

9. My Al is Snapchat’s new chatbot, which replies to ‘

4 questions in a human-like manner. However, the
» - software is still in its infancy and has significant ) build up a high score). The app also has sections
drawbacks, such as biased, incorrect or misleading called 'Discover’ and 'Spotlight’, which show tailored
responses. There have already been numerous reports | B content to each user. However, this could also be seen
of young users turning to Al for medical help and 3 as an attempt to hook users into watching videos
diagnoses, which could be inaccurate and therefore = - - endlessly. Furthermore, constant notifications can lure
potentially dangerous. | | " | | peopleinto using the app.

- O A IR

PREDATORS AND SCAMS <gpes \ Jd _ INAPPROPRIATE CONTENT

Predators can exploit Snapchat’s disappearing
messages by, for example, telling a user they have
naked photos of them and will post them unless
they’re paid. Snapchat’s own research found that 65%
of teenagers had experienced this - on this app or
others. This likely isn't helped by ‘SnapMaps’ - a
feature which highlights your exact position in
real-time. This is meant to help friends keep track of
each other, but could be used for more sinister

il i ~ R/ .: TS -
MY EVES ONLY ONLINE PRESSURES @

? Although many of Shapchat’s filters are designed
snapchat has a hidden photo vault called ¥ to entertain or amuse, the 'beautify’ effects on

‘My Eyes Only". Teens can conceal sensitive photos / Y ’ % photos can set unrealistic body image expectations -
and videos from parents and carers in this folder, . creating feelings of inadequacy in younger users.
which is protected by a PIN. You can check for this by | snapchat now also has ‘priority’ notifications (which
clicking on the icon which looks like two playing cards. X still get displayed even if a device is in ‘do not disturb’
This takes you to the ‘Memories’ folder which stores mode), increasing the pressure on users to log back in

1 :
photos, stories and the My Eyes Only folder. ‘\ and interact.

o) Advice for Parents & Educators ,.
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SCREEN TIME ADDICTION ({58

Snapchat prioritises user engagement, with features
like streaks (messaging the same person every day to

-
1

Some content on Snapchat simply isn't suitable

for children. The hashtags used to group content

are determined by the poster, so even an innocent
search term could still yield age-inappropriate results.
The app’s ‘disappearing messages’ feature also
makes it easy for young people to share explicit
images on impulse - so sexting continues to be a risk
associated with Snapchat.

BS = v — ~-

UTILISE PARENTAL .CONTROLS FAMILIARISE YOURSELF

Snapchat’s ‘Family Centre’ lets you view the details of the child’s account - Before you allow a child to download Snapchat, download it yourself
their friends list and who they‘ve spoken to in the last week — and report any and familiarise yourself with the app. Snapchat has produced a
concerns. You must invite a child to the Family Centre for them to join. To keep the parents’ guide to the app to help you understand how it works and
child’s location hidden on the app, go into settings and turn on ‘Ghost Mode’ and any protections they have in place. A link for this can be found in the
‘Hide Live Location’, and ensure they know not to share their location with anyone. sources below.

ENCOURAGE OPEN DISCUSSIONS Ny

Snapchat’srisks can be easier to handle if you nurture an open dialogue. :
For example, discuss My Al's responses to questions and how reliable they are. - r'a 3
Talk about scams and blackmail before letting children sign up. If they're lured into tjf_ &
a scam, encourage them to tell you immediately. Talk openly and non-judgementally i b~

BLOCK AND REPORT ‘ ’

If a stranger does connect with a child on Snapchat and begins to make

them feel uncomfortable through bullying, pressure to send explicit

images or by sending sexual images to them, the child can tap the three dots
on that person’s profile and report or block them. There are options to state why

they’re reporting that user - such as annoying or malicious messages, spam or about sexting, emphasising its inherent risks. Furthermore, explain how popular Ty
masquerading as someone else. ‘challenges’ on the platform can have harmful consequences. R

e

s

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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Source: See full reference list on guide page at: https://nationalcollege.com/guides/snapchat-2021
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At National Online Safety, we belleve in empowering parents, caners and trusted adults with the information to hold an Informed conversotion about online safety with their children, should they teel
it s needed. This guide fecuses on one of many apps which we belleve trusted odults should be oware of. Please visit www.natlonalonlinesafety.com for further guldes, hints and tips for adults.

What!|Parents|&|Carers|Need|tolknowlabout i

* TELEGRAM@;

Telegram isn't new, but it's grown significantly in popularity over recent years, thank: : =]
and speedier performance than many of its competitors — including WhatsApp. While Telegram :
excellent app in terms of actual performance, like any messaging platform it bringe its own
challenges for parents when it comes to feeling confident about children being able to hand|e
N their own messaging conversations and contact with the outside world in general. Hera's.
everything that trusted adults need to know about using Telegram safely,

v

LACK OF AGE
RESTRICTION

an us while someanse
Is requl to be over 17 to actually
download the opp. Once that's

PREMIUM COSTS
ey ottt

I
m per month or £36.98 a frour}
which Increases downlood speeds,
adds translotion features, and
Inereases channel and account

Oneof T m Ul
P
multiple platforms. the app's
e e e
This muiti-device avallabil i

-Iu'l;d mllhm'lwd
mrﬁhmdﬁmu
Maﬂr‘tﬂwmh
Instance).

Telegram offers a feoture called
Secrat which allows for

inoppropriote towards them on the

app
a4

Sacret Chats, furull?llmm cartain
resent more issues than likes \

Advice for Parents & Carers (
PRIVACY CONTROLS e‘a DISCUSS SECURITY REPORT UNSAFE CONTENT A

I your child wants to use Telegram, It's important that your child understands the If your child receives private which
wa'd ¥ t using t ?’I . merits of stro| mdlwmrngoulﬂ include content that could be cons . [ —
built-in pr ngs to restrict who can see devices whinrﬂmr’u finished - the benefits of illegal, unsale or upsetting, they can of course
when they were last online, their profile photo, and protecting their personal data in general. This could block the account mpammlnwlthrn the app
their phone number. This can be set to 2 range from relaxed chats and simple tips like "don't itsnlf. Be aware, however, that T mwon't
- 'my contacts’ or ‘nobody”: we'd recommend aither - ur bank details” to how to set up passcodes necessarily take any further action it unless
the second or third ns, depending on how locked for Tir:g'um m‘your child's chats stay secure when this o content involved a user-created
down you want the m to be. they step away from their screen. channel, bot or sticker. ——
-
= o g
.

USE THE BLOCK FUNCTION [ E’ PROTECT PAYMENT METHODS

Users can block spam, abusive, or imposter accounts within the upg. \ Aprh and Google's storefronts offer family sharing options,
Blocking stops that account from messaging your child, or viewing their but it's alse worth duubli—cm your settings to ensure that
rrnl‘tlt and activity. f the user in question is one of your cnild':&nr: or a password or two-factor a ation option is set up to prevent
riendship circle, it may be worth bringing it to the on of their school. m.'lly unexpected purchases. If child does pay for a premium
Also bear in mind that your child can also voluntarily leave a Telegram Telegram su on without your consent, Apple and Google have
group at any paint if they wish. been known to issue refunds in some cases.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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Z u'sers,most-popular messaging(service?
WHAT ARE .‘;\( S Ic ;

llows/messages tobejviewed|by,thelsenderand anyjrecipients:
THE RlSKS? If/can/read themiThe UK:sOnline/Safey;Bill proposes;tolend/such
= rivatemessaging;butfortheltimelbeingsithisicontroversialifeaturelremains?

EVOLVING SCAMS ' 8 VIEW ONCE

WhatsApp's popularity makes it a
lucrative hunting ground for scammers.  \ The ability to send images or messa
that can only be vi once has led to

Recent examples include posing as the

-
‘s o
-

target’s child, requesting a money transfer | some WhatsApp users sharin

because of a s?urlous ‘emergency’ - plus inappropriate rl':uterlul or nbugsive texts, p
a scam where fraudsters trigger a knowin%emat the recipient can’t re-open .
verification m by mpting to log them later to use as evidence of e

misconduct. People used to be able to
screenshot this is:muri content —
buta recentlz add hats feature
now blocks this,

privacy.

R - SR

FAKE NEWS

WhatsApp's connectivity and ease of

use allows news to be shared rapidlxe—
whether it's true or not. To combat t
spread of misinformation, messages
forwarded more than five times on the app
now display a “Forwarded many times”
label and a double arrow icon. This makes
users aware that the message they've just
received is far from an original ... and
might not be entirely factual, either.

in to your account, then ing as
thtsApéngall or text to m ;gu to repeat
the code back to them, giving them
access.

citing protection of

_—

" CONTACTFROM )
. STRANGERS

To start a chat, someone only needs the
mobile number of the WhatsApp user that
they want to message. Therefore, if a child
.. hasever given their number out to
- someone they don't know, that person
could then contact them via WhatsApp. It's
' also possible that the child might be added

toa qroup chat or community (by one of
their friends, for exumpleilconmining other
people that they don't know.

i

CHAT LOCK o

In 2023, WhatsApp introduced a 5 £ VISIBLE LOCATION
feature that lets users keegtheir chats in .

d separate ‘locked chats’ folder, saved WhatsApp's ‘live location’ feature

‘i lets users share their current
whereabouts, which can be helpful for

o Tae b enac e Nlas . oor A ‘ COMMUNITIES AND GROUPS

subsequently deve an additional friends meeting up or parents ¢ ing
foatursiterret Cocla’ = witere Users SarH B A community is a collection of related groups on Whotsﬂplz; They that thelr ohildls s'fm Bhiie out, for g

unique password for their locked chats. | can consist of thousands of users. Communities can often be used b example. However, anyone in a user’s
Unfortunately, this function creates the scammers to target large groups, hoping someone clicks on their link or contacts list or in @ mutual group chat can ¢
potential for young people to hide ~ responds to their requests. In communities and groups, there are mulitiple also track their location — potentially 1
conversions and content they sus _ ongoing conversations, which results in pressure to respond. Members — letting strangers identify a child’s home ¥
their parents wouldn’t “Pﬁ ve of (such as even if they are not each other's contacts — will be able to see any messages address or journeys that they make
age-inappropriate mate| clllﬁ. sent into the group. regularly.

XY

EMPHASISE CAUTION

P Encourage children to treat unexpected
messages with caution: get them to consider
whether it sounds like something a friend or relative
would really send them. Make sure they know never

'-_Afce for Pants & Edu

i
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DJUST THE SETTINGS DISCUSS GROUP CHATS

It's wise to change a child’s WhatsApp : Make children aware that there could be
settings to specify which of their contacts ‘ members of a group that they don’t know well
can add them to group chats without needing ™= and that words can be misinterpreted. Encourage
approval. You can give permission to ‘My Contacts’ them to leave a good impression, to avoid joining in

to share personal details over WhatsApp, and to be or ‘My Contacts Except ... Additionally, if a child needs if conversations turn towards bullying, and to
wary of clicking on any links in messages. Setting up to use 'live location’, emphasise that they should 7, respond to such situations in an appropriate way.
two-step verification adds a further layer of enable this function for only as long as they need - ' Make sure they know that it's OK to leave a group
protection to their WhatsApp account. and then turn it off. “s chat if it makes them uncomfortable - or for any
£ reason, in fact.

— L] - U EEE—— e b  — - —i— - A - - orw m.
THINK BEFORE SHARING - CHAT ABOUT PRIVACY b
Help children understand why it's important to stop and think before posting or Check in with the child about how they're using WhatsApp, making
forwarding something on WhatsApp. It’s easy — and all too common - for content that sure they know you only have their safety at heart. If you spot a ‘Locked Chats’
a user posts to be shared more widely, even publicly on social media. Encourage folder, you might want to talk about the sort of content they‘ve stored in there,
children to consider how an impulsive message or forwarding might damage their » who they're talking to, and why they want to keep these chats hidden. Also, if

reputation or upset a friend who sent something to them in confidence. children send any ‘view once’ content, it could be helpful to ask them why.
TN ® /

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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YOUTUBE

Almost anyone with an internet connection knows YouTube. The Google-owned site lets anyone
upload videos to be shared around the world, and as a result, it's an incredible resource with instant
free access to material covering every conceivable topic. But with over 500 hours of video

uploaded every minute, not all of it will be appropriate for young eyes.

W
>

INAPPROPRIATE CONTENT

YouTube is free and can be accessed via
numerous devices, even without creating
a YouTube account. Some content is

CONNECTING WITH
STRANGERS

YouTube is a social media platform which

—__ flagged as ‘age-restricted’ requlrin&the
™ user to be Iog?ecglnto an account with a
verified age of 18), but children can still
view some mildly inappropriate content.
This can include profanity and vioclence,
, which some young users may find
{ upsetting.

CONNECT WITH STRANGERS

YouTube recommends videos
‘ related to what the user has previously

| watched on their account, aiming to

- provide content that will interest thent.

. This is intended to be helpful but it can
also lead to binge-watching and screen
addiction - especially if ‘auto-play’ is
active. Users without an account are
shown popular videos from the last 24
hours, which might not always be
suitable for children.

e — e wi

RADICALISATION {1

YouTube's o1gorithm tends to promote
content that's getting the most traffic - a
lot of which can be quite extreme. This
can be fine for harmless topics, but i
YouTube isn't regulated like television o
~ and that means that conspiracy theories,

. fake news and hateful ideclogies can
occasionally surface to warp l

impressionable minds all too easily.
Remember - the more they watch, the
more they’ll be recommended.

llows |ptao|:}|e to interact with other
usually unknown) users. Account
holders can leave comments on any
video they have access to, as wellas
message other users directly. Connectin
with strangers online can potentially lea
to children bein%ex osed to adult
language, cyberbullying and - in the
worst cases — online predators. If a child
is creating content themselves, this can
increase the likelihood of them becoming
a target.

TRENDS AND CHALLENGES

YouTube is teeming with trends and
challenges, some of which are fun to =
watch and join in with. Children often find
these immensely entertaining and might |
want to try them out. Most challenges ;
tend to be safe, but many others may

cause physical or emotional harm -
children who watch or colpy them. The — 7
painful 'salt and ice challenge’ — where
Feqple use these two ingredients to burn

heir skin - is just one of many examples.

SNEAKY SCAMMERS

The comments sections of popular
content creators regularly have
scammers posing as that influencer,
attempting to lure users into clicking on
their phishing links. Scammers
impersonate YouTubers by adoptin
their names and profile images, an
often offer cash gifts or ‘get rich quick’
schemes. Children may not realise that
_ these users aren’t who they claim to be.

\|~

Advice

APPLY RESTRICTED MODE

For older children, Restricted Mode is an
ogtlopul setting tﬁqtfrsvents_ YouTube from  pNSORED
showing inappropriate material (such as drug

and alcphol abuse, graphic viclence, and sextal
content) to underage viewers. To prevent children
from chancing across age-inappropriate content
on the platform, we would recommend enablin
Restricted Mode on each device that they use t
access YouTube. It's worth also turning the
auto-play feature off, to prevent YouTube's
algorithm automatically recommending
something inappropriate.

CONSIDER YOUTUBE KIDS

It's possible to sidestep most inappropriate
content completely via Google's own YouTube
Kids app for Android handsets and iPhone. This
lets you filter content by “preschool” (4 and
under), “younger” Euges to 8) and “older”
(ages 9t012). Thisisn'ta ﬁerfect substitute for
personal supervision, as the app’s filtering
system is automated, and Google can’t manually
review all videos.

Meet Our Expert

Alan Martin is an experienced technology journalist who has written for
the likes of Wired, TechRadar, Tom'’s Guide, The Evening Standard and

The New Statesman.
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TRY GOOGLE FAMILY

Creating a Google Family account allows
parents and carers to monitor what their
child is watching, uploading, and sharing
with other users. It will also display their
recently watched videos, searches, and
recommended videos. In general, a Google Family
daccount gwes d parent or carer oversight of how
their child uses sites like YouTube and helps to
ensure that they are only accessing appropriate
content.

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as “private’ or ‘unlisted’ - so they
could be shared exclusively with family and
friends, for example. Comments on videos
can also be disabled and channels that a
child is subscribed to can be hidden. If the
child is only uploading videos setas
‘dprwale', they are far less likely to receive
irect messages from strangers.

for Parents & Educators (

] Although YouTube is free, it does offer some
] En-agp purchases. For example, users can rent

@wake.upwednesday

MONITOR ENGAGEMENT

YouTube is the online viewing platform

of choice for billions of peoﬁl e, many of
them under 18. Younger children will watch
different content to older ones, of course.

/—\ b
You may want to keep an eye on how o
children interact with this material — and,
if applicable, with content creators - to t:
understand what they're interested in.
Remember that creators often share content
outside of YouTube, so don’t ignore their web @
presence elsewhere!

i
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LIMIT SPENDING

>

and buy TV shows and movies to watch. If you’
like to avoid children purchasing content online,
limit their access to online payment methods.
Man}(&)qrents have discovered the hard way that
a chil huppil{ consuming a paid-for series
quickly leads to an unexpected bill!

The
National

College’

¢} @wake.up.weds

Users of this guide do so at their own discretion. No liability is entered into. Release date: 26.01.2023 Last reviewed: 31.05.2024




5 tips for talking to your teen about reducing their
smartphone screen time

Tips and advice to help parents feel more confident and pasitive talking
to their child about wsing their mobile phone

Social Media & Mental Health | Guide For Parents

If you are worried about your child or teenager using the intermet, read
our guide and resources on talking to your child about their use of social
media.

o UK Safer
"1 ) Internet

www.saferinternet.org.uk
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